
Page 1/4KKA Industrial Storage

Where does the private solar-powered
communication cabinet inverter report to

Overview
A Forescout Vedere Labs report found nearly 50 vulnerabilities across major inverter
brands—over 80% rated critical (CVSS 9. 8–10)—that attackers could exploit once the
backdoor was active. energy officials are reportedly reassessing the security risks
posed by Chinese-made components in renewable energy infrastructure after
discovering hidden communication devices inside certain solar inverters. A Reuters
investigation, citing two individuals familiar with the matter, revealed. U. The
transition to clean energy without sufficient domestic manufacturing options has
made much of America's solar infrastructure reliant on parts made by Chinese firms.
That has created a vulnerability that. In May 2025, Reuters disclosed that Chinese-
made solar inverters were being delivered with undocumented cellular radios —SIM-
card slots and RF circuitry secretly soldered onto their PCBs and omitted from every
datasheet and SBOM.
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Article Content

U.S. Authorities Investigate Communication Devices in Solar Power …

U.S. energy officials have intensified scrutiny of Chinese-manufactured components
in renewable energy infrastructure after the identification of undocumented
communication devices …

U.S. Allegedly Finds Rogue Communication Devices in Chinese-Made Solar …

That has created a vulnerability that suddenly feels more real, as Reuters is reporting
that experts have discovered hidden communications equipment in various Chinese-
manufactured …

Solar Energy Equipment Manufacturer

A Single Phase Hybrid Inverter is a versatile energy solution that integrates both solar
energy generation and energy storage capabilities. It allows users to harness solar
power, store excess energy in …

U.S. officials Investigating Rogue Communication Devices in Solar Power ...

U.S. energy officials have launched an investigation after discovering unauthorized
communication equipment embedded within Chinese-manufactured solar power
inverters connected …

Hidden Communication Tech Discovered In Chinese …

U.S. energy officials are reassessing the risk posed by Chinese-made devices that
play a critical role in renewable energy infrastructure after …

Rogue communication devices found in Chinese solar power inverters

LONDON, May 14 (Reuters) - U.S. energy officials are reassessing the risk posed by
Chinese-made devices that play a critical role in renewable energy infrastructure
after unexplained...

Undocumented communication devices found in Chinese solar …

However, undocumented communication devices have reportedly been found in
some Chinese solar power inverters. And over the past nine months, such
devices—including cellular radios—have also...

Hidden Communication Tech Discovered In Chinese Solar Inverters

U.S. energy officials are reassessing the risk posed by Chinese-made devices that
play a critical role in renewable energy infrastructure after unexplained
communication equipment was …

Rogue Communication Modules in Solar Inverters: …
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In May 2025, Reuters disclosed that Chinese-made solar inverters were being
delivered with undocumented cellular radios —SIM-card slots and …

''Rogue'' communication devices found on Chinese-made power inverters

These communication capabilities are disclosed in what''s called a software bill of
materials – a listing of the components that comprise the inverter package. The
communication …

Rogue communication devices found in Chinese solar …

LONDON, May 14 (Reuters) - U.S. energy officials are reassessing the risk posed by
Chinese-made devices that play a critical role in renewable energy …

US uncovers hidden radios in Chinese solar inverters, sparks alarm

U.S. energy officials are reportedly reassessing the security risks posed by Chinese-
made components in renewable energy infrastructure after discovering hidden
communication …

Rogue Communication Modules in Solar Inverters: Radiflow Threat ...

In May 2025, Reuters disclosed that Chinese-made solar inverters were being
delivered with undocumented cellular radios —SIM-card slots and RF circuitry secretly
soldered onto their …

U.S. officials Investigating Rogue Communication …

U.S. energy officials have launched an investigation after discovering unauthorized
communication equipment embedded within Chinese …

''Rogue'' communication devices found on Chinese …

These communication capabilities are disclosed in what''s called a software bill of
materials – a listing of the components that comprise the inverter …
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Contact Us

For more information, pricing, or custom solutions, please contact us:

Website: https://www.kingkongautomotive.co.za
Email: info@kingkongautomotive.co.za
Phone: +27 73 194 5826
Address: Block C, Waterfall Office Park, 1 Magwa Crescent, Midrand, 1685,
South Africa

This document is for informational purposes only. Specifications subject to
change without notice.
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